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Suruhanjaya Tenaga (5T} is looking for a network and cyber security engineer who will be responsible to
plan, maintain and administer the network and cyber security latest technologies in ST.

RESPONSIBILITIES

The job is required to protect and ensure the resilience of 5T's ICT cyber security risk, ensuring cyber
security controls are implemented effectively and instilling a culture of cyber security within ST.

= Plan, design, implement and monitor the IT security arrangements for the protection of the network
systems within 5T;

= QOversee, troubleshoot, and resolve complicated networks problems including firewall, DNS & DHCP,
core switch, distribution switch, access switch, router, WIFI access point, Internet Access Monitoring
Systems and Virtual Private Network;

* Identify, monitor and define the requirements of the overall cyber security of the environment and
latest cybersecurity threats;

* Respond immediately to security or usability concerns and act as Level 2 support to junior technicians
to resolve user issue.

®= Plan dan implement periodical penetration testing and report findings to Head of Unit / Department.

® Assistto configure and test networking software, computer hardware, and operating system software
and connectivity within users;

® Assist to develop and review framewaorks, policies and standards on information governance, security,
risk management, and compliance;

REQUIREMENTS

= Degree in Computer Science / Information Technology / Systems Engineering or other related
qualifications.

= Minimum 3 years proven experience as a Network Administrator or similar roles AND 2 years'
experience in cyber security.

* Strong understanding of application transport, network connectivity, and the latest cybersecurity
threats.

*  Attention to detail with an analytical mind and outstanding problem-solving skills.

* Knowledgeable in IT Security and Risk Management and international regulatory compliance and
frameworks (such as COBIT, Risk IT, ISO 27001, 27002, SOX NIST).

Submit your applications, with a detailed resume and your most recent passport-sized
photograph to:

recruitment@st.gov.my Director (Corporate Services) Shortlisted candidates will be
ST EDEVER D E notified.

or write fo No. 12, Jalan Tun Hussein,
Precinct 2, 62100 Putrajaya

www.st.gov.my



